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IAU - INSTALLATION

The Mercury Installation Assistant Utility (IAU) is to be installed on a computer that will
be connected to the same network as the Mercury controller(s).

Note: it is assumed that the entire Mercury_IAU bundle containing the Mercury Web Service
and the Mongoose Web Server are all installed on the same machine.

The Installation Utility consists of multiple parts that must all be installed in order to
function properly. The executable (file name: Mercury _IAU) is a bundled installer containing all
of the services shown in Fig 1.1 below. You must install Bonjour (32-bit version) or Bonjour 64
(64-bit version) along with all of the other required items (shown checked). Installation of this
bundle requires just over 18 MB of space.

s Mongoose AU Setup: Installation Options

_ﬁmmumsmmu

Select components bo instal: [ |Bonjour |
[ Bonjour &4
[l Mongoose web Server
Irstallation Assitant Utiity PHP Code
[ Mercury REST Web Sarvice
[J Mercury Web Service Test Chent
Space required: 18.1MB

ot s Fig 1.1
[_concel ]

Selecting Next will run through each item’s individual installer scripts. The Mongoose
Web Server and Mercury Web Service will create nested directories in the C: drive as long as all
the default entries are left in place through the install. Also, a start menu entry is created for the
Mercury Installation Assistant Utility (Fig 1.2). Here the installer/tester can stop and restart
either of the two separate web services in case of a server crash as well editing the configurations
for each service.

all Programs B i Mercury Installation Assistant Utility  » | [ Mercu ryice Interface b | B Edit config

. Web Server ] startin console
.| Log Off {6| Shut Do

[ Mercury Web Service Inkerface Test Clisnt [ start service

3 3
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ACCESSING THE INSTALLATION ASSISTANT UTILITY

£) Installation Assistant Utility - Mozilla Firefox

Fle Edt YWew History Roolmarks Took Help
B Installation Assistant Litity +

System controllers

Site name

Site address

Lizer narme
[scover [ refresh Add manually
?Assmnedcunlrl:-llen e
Type MAL SH Comm, Address Status Raport
EP1502 O00F :ES:0006:20 1 192.168.2.9:3002 1 B
EP2500 0o 20 : ES 000 00 20F 202 192.168.4.5:3001 1 E

Hew session Load session Save session

Erase system test results Detail view fx'-'|||’:-lt test results

Fig i | Fimish testing

A web browser (such as Internet Explorer or Safari) is used to connect to the IAU server
by directing the browser to localhost (noted in Fig 2.1 above) or to the machine’s own IP
address/host name. At the top of the IAU main page, the installer/tester can add a description of
the installation site next to “Site Name” as well as noting the street address next to “Site
Address” and the name of the installer/tester next to “User name.”

Note: Any testing done BEFORE entering a User name will not show the user name in the
“Verified by” column of the report.
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The parts of the System Controllers page are described in the following table:

Mscover f refresh

The “Discover/refresh” button automatically detects Mercury
intelligent controllers on the network that have discovery enabled.

Add manually

The “Add manually” button generates a form allowing the
installer/tester to manually add a controller by entering the controller’s
host name or IP address (underlined in red in Fig 2.2 below). The
installer must also specify the controller model using the drop down
menu at the top of the form.

The “Status” column has an icon next to each detected controller

S signifying the test status for that controller. Initially, the icon will
o show this red line for “not yet tested.” The other possible conditional
icons are listed in the Icon Legend at the end of this document.
Report This green button in the “Report” column allows an installer/tester to

&

export the test results for that individual controller to an Excel file.
Reports are automatically generated for each controller by the IAU.

Mew session

Selecting the “New session” button clears all previous data gathered or
entered for the individual controller and restarts the I1AU.

Load session

Save session

The “Load” and “Save” buttons allow the installer/tester to pause and
resume a test session without losing the data and test results.

Erase systemn test results

“Erase system test results” clears all the previously gathered test data.
It does not reset the controller or restart the IAU.

Detail view

Selecting “Detail view” allows an expanded view of all the controllers,
along with their attached 10s and readers.

Report test results

Selecting “Report test results” allows the installer/tester to export the
test results for ALL controllers into an Excel spreadsheet.

Finish testing

Selecting “Finish testing” disconnects the currently connected
controller from the IAU.

This gear icon located at the top of the screen on the System
controllers title bar, opens up the configuration page (shown in Fig 2.3
below). Here the installer/tester configures, if necessary, the IP
address of the machine remotely running the web service, set the local
time zone, set the default baud rate, and/or adjust the connection
timeout time.

To connect to a controller, simply click your selection from the discovery list or manually
add it. A progress bar will appear showing the connection progress before bringing you to the

controller’s page.
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Note: All controllers must have DIP Switch 1 set as well as no other active connections in
order for the 1AU to successfully connect.

.M:I.Cmtmlhr.

en
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CONTROLLER PAGE

After connecting to a controller through either the discovery or adding manually, the
installer/tester is brought to the controller main page (shown below in Fig 3.1). The controller
type, IP address and serial number (SN) are always displayed on the title bar at the top of the
screen. The example displayed in Fig 3.1 is an EP1502 controller with one onboard/internal 10
as well as an available downstream RS-485 port.

Controller EP1502, IP[192.168.1.199], SN[14373]

Controller name

Tamper status &3 b —

Powerfail status &3 [

L)
“Ad Hetwork settings

——

Onboard VO

s Not tested

Reset controller

Status: IC @

"\

N\

Current hrmwate
1.18.8

RS 485 2TB3
Protocol: MSP1
Baud rate: 38400

Hetwork port

Fig31l

Clear results Delete controlles

The parts of the Controller page are described in the following table:

Status: |C @

The connection status of the controller can be seen as
either online or offline by looking at that status icon
at the top right hand corner of the title bar (“IC”
signifies an Intelligent Controller). The controller
must be online (showing the green circle with check
mark icon) before testing can begin.

Controller name

The tester/installer can enter in a Controller name for
easy identification in the generated reports.

Tamper status (&) I
Powerfail status @I

The “Tamper” and “Powerfail” status of the attached
controller will be displayed along with alerting of low
battery condition. The conditions will display
individual time stamps reflecting when they were
tested.
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&i‘ Network settings

(—

The “Network settings” button links the
installer/tester to the controller’s web configuration

page.

Current firmware

The attached controller’s current firmware version is
displayed continuously. Selecting this button allows

1.17.3 the installer to download new firmware to the
L controller.
‘ " . This button links to the controller’s onboard IO that is
. Onboard 1/0 built into the controllers. (Onboard IOs are only

available on the EP1501, EP1502 and EP4502)

QPP rsas5.m3

Protocol: MSP1
Baud rate: 38400

This button displays the downstream RS-485
communication configuration with specific baud rate
and protocol type. Clicking the button links the
installer/tester to the RS-485 connection page.

e
DI
: Metwork port

This button is used for connecting up to an MR51e 10
on the network using the MSP1 protocol.

Reset controller

Selecting “Reset controller” will reset the controller’s
current configuration by clearing the database and
rebooting the controller.

Clear results

The “Clear results” button will erase the test results
gathered at the time.

Delete controller

Selecting the “Delete controller” button removes the
controller from the test list.

Note: This button does not delete the controller from
the system configuration.

Mot tested

In the bottom left hand corner of the screen is the test
progress status. By default, the icon displayed is a red
line signifying the controller has not been tested.

Mercury Security Copyright 2014
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DOWNSTREAM DEVICE (SIO) DISCOVERY

Downstream devices are peripheral 10s (also referred to as SIOs) that are connected to
the controller either via RS-485 serial ports that operate at a configurable baud rate or over the
network using the MSP1 protocol. The EP1501, EP1502, and their equivalent intelligent
controllers also can utilize one onboard SIO that is built-in (Fig 3.1 showed the EP1502 example
having all three ports; an onboard 10, an RS-485 port, and a network port). Figure 4.1, 4.2, and
4.3 shows the 10 device list pages with 4.1 being the Onboard 10 port page, 4.2 being the
downstream RS-485 port page, and 4.3 being the network port page.

When looking at the onboard or RS-485 port, the 10 device type will be automatically
displayed under the “Type” column (based on the I0’s model number) along with the device’s
physical address in the “Address” column (RS-485 address is set with DIP switches). The “Com
Status” column will display the icon that corresponds with the downstream 10 device’s
communications status between the 10 itself and the IC attached to it. The “Status” column on
the far right displays the test status for the particular downstream 10 device.

Note: Each icon and their meaning are detailed in the “Icon Legend” section at the end of this
document.

The onboard 10 device page is shown in figure 4.1 below.

ConnectioE[ﬂnbaard 0]} Port No[3] In/Out panels Status: IC .@

M Type Addiess Com. Status Status

S0 panels

EP1502 [internal 2 reader 510) 0 wa -]

Fig. 4.1

== Mot tested

The RS-485 port uses an automatic discovery system to detect multiple downstream 10s
based on the protocol and baud rate specified by the installer/tester via dropdown menus. The
communication and test progress statuses are also shown next to each 10. The RS-485 10 device
screen is shown below in Fig 4.2.
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ConnectionfRS 485 @TB3]

Protocol | MSP1

Baud rate | 38400 v
IS0 panels

Hame

@ Not used

Autodiscover

Port No[1] In/Out panels Status: IC ()
v
Type Address Com . Status Status
NRS2 1 @ —
MR16IN E @ -

Fig4.2

The parts of RS-485 port page are described in the following table:

Frotocal | s5P1 A

Ingersoll Rand PI&A
SALTO SALLIS

When configuring the downstream
communications port, the installer needs to select
which protocol to use for communication with
downstream 10 devices using the drop down list
provided.

Baud rate | 38400 «
24000
a0
19200
38400
115200

Additionally, the installer needs to select which
baud rate is used to communicate with the
downstream 10 panels.

Autodiscover

Clicking the “Auto discover” button will begin the
automatic detection of the downstream 10 devices,
based on the parameters entered for the protocol
and baud rate.

The network port, shown in figure 4.3 below, has fields for the MR51e’s MAC and IP
address. The MR51e is currently the only downstream 10 that connects over the network so there
is no “Type” field. The protocol defaults to MSP1 and cannot be changed. Each MR51e must be
manually added by clicking the “Add MR51e” button.
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ConnectiordMetwork port] Port No[4] InfOut panels Status: | @

Protocol  MSP1

S0 panels

AL IF Address Address Com.Status Status E dat

192 1681166 o @_, - u

Figd3 Add MR51¢

After clicking the “Add MR51¢e” button, the MR51e data page will open (figure 4.4
below). Here, the installer/tester enters the appropriate information based on the “Mode” to bring
the MR51e online.

MR51e data Status: IC (£)

Mode | MSC-Specific DHCP »
IP address

MAC address

Fig 4.4

The different parts of the MR51e data page are explained in the following table:

The “Mode” dropdown menu is used for
Mode | MsC-Specific DHCP v selecting the addressing mode of the MR51e.
public DHCP The addressing method selected will dictate
Static whether an IP or MAC address needs to be
entered.

IP address _Using the “Static” option requ_ires the
installer/tester to enter the static IP address of
the MR51e.

Using either “MSC-Specific DHCP” or “Public
MAC address DHCP” will require the installer/tester to enter
the MAC address of the MR51e.

Clicking the “Save” button will save the
MR51e data and cause the MR51e to be
reflected in the 10 panel list. See figure 4.3
above.

Save
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Note: After saving, the newly configured MR51e may initially show up with the “Comm
Status” as Offline in the 10 list until you click on the 10 and navigate to the 10 page for the
first time.

Connect to any 10 by selecting it from the 10 device list. Once chosen, the 10 Panel
screen will launch (Fig 4.5 below). This page lists the 10’s type and serial number (SN) on the
title bar. Additionally, the connection status of both the IC and the SIO can be seen as either
online or offline by looking at that status icon at the top right hand corner of the title bar.

10 Panel MR52, SN[264143] status: IC (2 /510 @
Panel name

Firmware Boot: 1.1.3
Firmware Loader: 1.1.5

Firmeware App: 1.55.1
O

Tamper status € | - X
Powerfail status & | e 3
8 Inputs wmm Not tested
t Outputs = Not tested
2 Reader: W Not tested

s Not tested

. Load config Save conlig
Fig 4.5

The parts of the 10 Panel page are described in the following table:

Allows a unique name label of each 10 panel to be

Fanel name entered.
Firmware Boot: 1.1.3 The attached 10’s current firmware version is always
Firmware Loader: 1.1.5 | displayed and selecting this button allows the installer to
—— Firmware App: 1.55.1 download new firmware to the 10.

Tarnper status (&) I The “Tamper” and “Powerfail” status of the attached
panel will be displayed. The conditions will display
Powerfail status (& | individual time stamps reflecting when they were tested.

Mercury Security Copyright 2014 Page 12
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8 Inputs

£ Cutputs

2 Readers

The “Input”, “Output”, and “Reader” buttons link to the
testing pages for the corresponding item. The number next
to the button is preloaded with the maximum number of
each item available on the device (based on the 10 model).

Save config

Load config

The “Save” and “Load” configuration buttons at the
bottom of the window allow the installer to save the
number and the default configuration of inputs, outputs,
and readers. This allows installers that need to test the
same configuration on multiple panels to save to time in
their testing.

Mercury Security Copyright 2014
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TESTING INPUTS

Selecting the “Inputs” button from the SIO configuration screen (Fig 4.3 above) will take
the installer/tester to the Test Inputs page (Fig 5.1 below). This page lists all the inputs available
on the 10 panel.

Test Inputs for 10 Panel EP1502 (internal 2 reader SI0) Status: |C @ /510 @
Input 1 | NU - Not used vi@ i X
— N

=
Input 2 | NU - Not used v &2

Fig5.1

9

luwia D (U Blad simmd

The parts of the Testing Inputs window are described in the following table:

Each numbered input has a drop down menu for setting

MU - Mot used » . ..

. the desired default state of the circuit. Once selected, the
NCS - Normaly closed Supervised default state is continuously compared to the current
NOS - Normaly apen Supervized physical state of the circuit and the result is reflected by

MCU - Mormaly closed Unsupervised

) the icon next to the drop down menu. The icon should
MO - Mormaly open Unsupervised

change as the circuit is tested.

A time stamp is provided when the input was tested. To

the right of the time stamp are the test result buttons.

|1 6:00:12 N X @ The installer/tester can select one based on the results of
the test. The icons and their meaning can be found in the
“Icon Legend” section at the end of this document.

Selecting the “Toggle log” button at the bottom of the Test Inputs page allows the
installer/tester to view a transaction log as they proceed with the input testing. The transaction
log shown below in Fig 5.2 records the changes of state for each input. This log can be cleared at
any time by clicking the Clear log button.

Tl.".'_l'_ll.' |l.l‘i: C laal |l."|'.

16:00:10 Index: & Monitor point Change-of-state Type: Change-of-state Action: Fault [2)Supervisory Fault - Shorted Circuit
16:00:11 Index: 8 Monitor point Change-of-state Type: Change-of-state Action: Alarm [or activated relay: perm or termp) (1)Aactive
Alarm State

16:00:12 Index: 8 Monitor point Change-of-state Type: Change-of-state Action: Secure [or de-activate relay) (0)Inactive - Normal
state of circuit

Fig. 5.2
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TESTING OUTPUTS

Selecting the “Outputs” button from the SIO configuration screen (Fig 4.3) will navigate
the installer/tester to the Test Outputs page displayed below (Fig 6.1). This page lists all the
outputs available on the 10 panel.

N
Test Outputs for 10 Panel MR52 Status: IC §g / 510 (g
Output 1 | Energized v 4 (16:17:074 Activate T ) N
Output 2 | Energized v [16:17:36 Deactivate | e ) 4
Toggle | Flg 6.1

The parts of the Testing Outputs window are described below:

Each numbered output has a drop down menu for setting
the desired default state of the output relay. During

Output 1 DE'E”?rg]ZEd b testing, the selected default state is continuously
Energized | compared to the current physical state of the relay which
is reflected with an icon next to the drop down menu.
. The icon located between the time stamp and the default
~ state menu shows the current state of the relay in
o relation to its default state. lcon meanings can be seen in
the lcon Legend section at the end of this document.
g The “Activate” button causes the relay to toggle from
clivate

the default selected state.
Deactivate The “Deactivate” button causes the relay to revert back
to the default state.

A time stamp is provided when the output was tested.
To the right of the time stamp are the test result buttons.
|1r:’-:00:12 N K The installer/tester can select one based on the results of
the test. The icons and their meaning can be found in the
“Icon Legend” section at the end of this document.
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Selecting the “Toggle log” button at the bottom of the Test Outputs page allows the
installer/tester to view a transaction log as they proceed with the output testing. The transaction
log shown below in Fig 6.2 records the changes of state for each output. This log can be cleared
at any time by clicking the Clear log button.

Togele log i Clear log

16:16:03Control point:4 Control point Change-of-state Type: Change-of-state Action: Alarm [or activated relay: perm or temp)
16:16:03Control point: 10 #onitor point Change-of-state Type: Change-of-state Action: Fault

1&6:17 02 Control paint: 10 Monitor point Change-of-state Type: Change-of-state Action: Fault

16:17:07 Control point:4 Control point Change-of-state Type: Change-of-state Action: Secure [or de-activate relay)

Fig 6.2
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TESTING READERS

Selecting the “Readers” button from the 10 configuration screen (Fig 4.3) will navigate
the installer/tester to the Test Readers page (shown below in Fig 7.1). This page lists all the
readers available on the 10 panel.

Test Readers for |0 Panel EP1502 (internal 2 reader SIO) Status: IC ) /510 @
Test reader 1
Reader lype | Standard v
LED Drive Mode | 1-Wire (Bicolor) v
Red LED Activate “—W A
Green LED  Activate . A
Buzzer Activate T A
Data format | Wiegand pulses v
Data length |
Data
r .
y— X Fig 7.1
The parts of the Test Readers page are described in the following table:
Reader type | Standard v For each reader attached to the panel, the
MEDT installer can assign the “Reader type” by
050p making a selection from the dropdown

Bioscrypt menu.
_ ) ) The LED Drive Mode menu allows the
LED Dirive Mode | 1-Wire [Bicolor] ¥ installer to select the type of LED

2-Wfire configuration used to wire the reader.
Diorado-7 80

Mercury Security Copyright 2014 Page 17
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Selecting the “Activate” button next to
each of the LED colors or buzzer sends a
Red LED | Activate corresponding signal to the reader to test
the functionality of each LED and the
buzzer. The test signals for each color or
the buzzer are based on the
installer/tester’s selection from the LED
Drive Mode menu in Fig 7.1.

Note: The buzzer is only available for 1-
Wire LED Drive Modes.

Green LED | Activate

Buzzer Activate

DR Viiegand pulses 5 The “Data format” menu allows the

Magstripe selecting of how the card data is to be read
Mag with Wiegand output by the reader
Fi2F '

After configuring the data format, swiping
a card through the reader automatically
Data length |121 fills in the “Data length” and “Data” text
boxes as well provides a time stamp when
Data IFF?BFFBDF?DF?}'}'DB????DFBE-FFFFFBO the transaction occurred. The “Data
length” entry will either be the number of
|1 43935 bits on the card or the number of
hexadecimal digits on the card (depending
on card format).

After performing the tests, the installer
- selects one of these buttons to represent a
o pass or fail for the tested reader.

Selecting the “Toggle log” button at the bottom of the Test Readers page allows the
installer/tester to view a transaction log as they proceed with testing each reader. The transaction
log shown below in Fig 7.2 records the transactions for each card swipe. This log can be cleared
at any time by clicking the Clear log button.

Toggle log Clear log

13:39:3MACR number: 1 Access Control Reader Type: Binary card data Action: Mane
13:39:35ACR number: 1 Access Control Reader Type: Binary card data Action: Mane
13:39:35ACR number: 1 Access Control Reader Type: Binary card data Action: Mone

Fig. 7.2
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ADVANCED

Note: The Mongoose and Mercury Web Services are two SEPARATE services that both run
simultaneously for the 1AU to function.

TABLET/SMART PHONE ACCESS

The IAU is accessible using a variety of network devices such as a smart phone or tablet.
The device must be on the same network as the computer with the AU software bundle installed
on it. To access the IAU from a smart phone or tablet, use the device’s web browser to navigate
to the IP address of the computer with the Mercury Web Service and IAU Web Server on it.

CHANGING DEFAULT PORTS

It is also possible to have the Mercury Web Service listen on a port besides the default
8082; such as if another service already listens on that port. To change the port, the
installer/tester can either change the MercuryWebService.conf configuration file (figure 8.1
below), or start the Mercury Web Service using the command line and set a new port number as
the parameter for “ports” (figure 8.2 below).

To change the port number through the configuration file, the installer/tester must edit it
in a text editor such as notepad or word pad. Navigate to the C:\IAU directory (if the software
installer designated all the files to the default locations) and open up MercuryWebService.conf.
Remove the pound sign next to “ports:” and specify a new port number after the colon (figure 8.1
below). You must restart the web service for the change to take effect.

The last change that needs to be made is on the configuration page that is accessed from
the main 1AU screen (clicking the gear icon in Fig 2.1). In the web service IP text box seen in
Fig 2.3, enter the IP address of the machine running the Mercury Web Service followed by a
colon and the new listening port. For example, if the port was changed to 8081, you would enter:
192.168.1.2:8081.
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B MercuryWebService.conf - WordPad

File Edit Wiew Insert Farmat Help

LEzEH &G #4 B B
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

# Thizs iz a Mercury Weh Sercice config file
# Config walues are overridden by command line parasmeters

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

epeebebefebabifobabefobapifobebefobabefobabefobabefobabefobabefobapifobabefobabefobapefobabfobabefobabefobape it
# Standalone Mode
#iztandalone

BHAHAHEHEH BRI HHH NN BB HRHBH BRI R HH R R R R R HEH S
# ZSpecify webh service listening ports

#ports: XYYy —— Specify new pott number

T Remowve "#"

BHAHAHEHEH BRI HHH NN BB HRHBH BRI R HH R R R R R HEH S
# Specify name of a log file
#log_file:C:%Windows' Temph HerucuryWebService. log

Fig 8.1

To make the service listen on a different port through the command prompt, start the
Mercury Web Service with a new port specified in the ports parameter:

/ports: X where X is the port number to use

e
ruice
U Unins ls service.
Ao — Aalone mndas
sport — Listen on ¥ popt
P - Ll Ie_mame = 3et log file name

?lng_leuél:h — Set log lewvel

Fig 8.2

The default port that the Mongoose Web Service listens on is port 80. It may be
necessary to change this port if there is conflict with another web server running on the machine.
To change this port number, the installer/tester must edit the mongoose.conf file also located in
the IAU directory.

In this configuration file, go to the line that says “listening ports” and change the default
value of 80 to whatever new port you want the web server to listen on (Fig 8.3 below). You must
restart the mongoose web service for the changes to take effect (can be done from the start menu
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entry created during the install). To access the IAU from the web browser, point the web browser
to “localhost: XX where the XX is the new port number chosen.

B mongoose.conf - WordPad

File Edit “iew Insert Format Help
e Ed && #4 ¥ &y

# Mongoose weh server configuration file.

# Linez starting with '#' and ewmpty lines are ignored.
# For detailed description of ewvery option, wizit

# http://code.google. con/ pfmongoose/ wiki/ MongooseManual

document root C:imongoose-2.59%webh root
g5l certificate Ci'mongoose-2.9%s5s]1 cert.pem

listening ports 8
#, 4433
access log file .haccess log.txt Fig 83

srroar loasr F4la Yarrmr lmer Rt
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SECURITY

The 1AU installation bundle is capable of certificate authorized connections and comes
with already created certificates. There are two separate connections to be secured; 1) between
the device being used to access the IAU web server and the web server itself and 2) between the
IAU web server and the Mercury Web Service. To configure for secure connections, the IAU
web server configuration file (mongoose.conf) and the Mercury web service configuration file
(MercuryWebService.conf) need to be edited. These files are found in the IAU directory.

In order to secure the connection between the installer/tester’s device and the IAU web
server, the mongoose.conf file needs to be modified with the following changes:

- Make sure there is no “#” before the ssl_certificate line and enter the path:
C:\IAU\ss|_cert.pem

- Remove the “#” from before the listening_ports 443s line since 443 is the port for
HTTPS connections.

Note: Changing the mongoose.conf file requires restarting the AU Web Server service for
changes to take effect.

When using the provided certificates, the new configuration should be IDENTICAL to
screenshot shown below in figure 9.1.

=| mongoose.conf - WondPad

File Edit “iew Insert Format Help
=E & # @ By

O
# Mongoose webh server configuration file.
#
#
#

Lines starting with '#' and empty lines are ignored.
For detailed description of every option, wisit
http://code.google.com/ p/mongoose/ wiki/ MongooseManual

document root C:Y TAM welk root
Issl_certificate C:HIAUHssl_cert.peml

listening ports 80
| listening ports 443s

Fig9.1
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The connection between the installer/tester’s device to IAU web server is now secure
with certificate authentication and can now be accessed by putting HTTPS://localhost (or
HTTPS://IP_ADDRESS if connecting from a different computer, tablet, or smart phone) in the

web browser’s address bar. If a security warning is presented, select “confirm exception.”
Examples of this exception in firefox (Fig 9.2) and Chrome (Fig 9.3) are shown below.

“

This Connection is Untrusted

R LRy Add Security Exception E
I5 S&0Ure.

Mormalky; whern you bry to oonn
are going bo the right place. Ho

wWhat should I Do?

IF yous usually connect bo this 5i
impersonate the site, and you 2

| Get me out of here! |

Technical Details
I Understand the RisH
IF yous understand what’s going

if you brust the site, this e
connection.

Don't sdd an exception unless
idertificat

([ Add Exception._. D

.

You are about to override how Firefox identifies this site.

' Legitimate banks, stores, and other public sites will not ask you to do this,
Server

Location: | https:[ocahost)

Gt Certificate

Certificate Stabus
This ske sttempts to identify kself with invalid information.

Wrong Site

Certificate belongs to a dfferent site, which could indicate an identity theft,
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority using a
SeCure signature,

Confirm Security Exception Cancel

Fig 9.2

A

The site's security certificate is not trusted!

You atternpted to reach localhost, but the server presented a certificate issued by an entity that is
not trusted by your computer's operating system. This may mean that the serer has generated its
own security credentials, which Chrome cannot rely on for identity information, or an attacker may be
trying to intercept your communications.

You should not proceed, especially if you have never seen this waming before for this site.

[ Proceed anyway ]

| Back to safety ]

Fig 9.3
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In order to secure the IAU to Mercury Web Service connection, the
MercuryWebService.conf file needs to have the following changes made:

- Remove “#” from ports line under “Secure Connection” where 8082s is the port number
Note: The port number can be something other than 8082 default as explained in the
ADVANCED section, but the ‘s’ must be added for a secure connection.

- Remove “#” from server_certificate_fname line and enter the path
C:\IAU\cert\server.pem

- Remove “#” from trust_certificate_fname line and enter the path C:\IAU\cert\ca.crt

- Remove “#” from trust_certificate_path line and enter the path C:\IAU\cert\

When using the provided certificates and the default port 8082, the new configuration
should be IDENTICAL to screenshot shown below in figure 9.4.

B MercuryWebService.conf - WordPad

File Edit “iew Insert Format Help

EeE £1& #4 @ e Gy
HERRRIBARRRIEARRRIBERRRRIBERRRIBARRRIIEARRRIBERRRIEAER

# Standalone Mode
#ztandalone

HEBRARARHABRARARRRERRRRRRHABRARARHARRARR RS

# ZFpecify webh service listening ports
fiports: 8082

# For secure connection:
ports:8082s

R EE RS b R b
# Server certificate file location
server certificate fname:C:% IAT certhserver.pem

Epebpipidedob bbb beb i F ot Fepid oo peb i bob g Fo b Fepidogob g b i b g F i i pig g b
# Trusted root certificate
trust certificate frnamwe:C:% IAT\ certhca.crt

HERHHBAR RN BRI HRA AR BRI B R R R A R R ER R iRl
# Parh to trusted certificates
trust certificate path:C:h IAT certh Fic 9.4

HHEHHH RN

Note: Changing the MercuryWebService.conf file requires restarting the Mercury Web
Service for changes to take effect.
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Before the secure connection can be used, the configuration window in the IAU main
page needs to be adjusted. Access the IAU web server and open the configuration window and
make the following modifications:

- Enter a Web service IP of HTTPS://127.0.0.1:8082
- Enter the path C:\IAU\cert\ca.crt for the ca.crt in the Trusted CA Certificate field
- Enter the path C:\IAU\cert\client.pem for the client.pem in the Client Certificate field

Then click OK to save settings. An example of a proper configuration is shown below in
figure 9.5. The Web Service IP 127.0.0.1 because both the Mercury web service and IAU web
server are on the same machine.

Configuration

Web service IP https://127.0.0.1:8082

Trusted CA
Certificate C:\lAlUN\cert\ca.crt

Client
Certificate C:\lAU\cert\chient.pem

Configure controllers definitions

Configure 510 definitions  Fig?2.5

The connection between the IAU web server and the Mercury Web Service is now secure.
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ICON LEGEND
These icons are present on the navigable pages
and selecting them allows the installer to
quickly return to the IAU home page or return
to the previous page.
CONMM STATUS ICONS Depending on the page displayed, the

|@ Orline Status: |C I@

f) Offine  |Status: IC ) / 510 62

Communication Status Icons will represent the
connectivity (or lack thereof) of the controller,
SIO, etc.

For example, on the Controller page, the

@) Unknown tester/installer will see an IC status icon and on
the 10 page there will be both the IC and 10
status.

TEST RESULT

Mot Tested |

Pass s N K
Fai ! F %
ot Tsed : " 2

As the installer goes through each test item, the
result of the test is individually marked with
either pass or fail.

“Not Tested” is the default icon for all newly
discovered and configured devices no matter the

type.

“Not Used” is selected if the point is not
currently configured for use.

TEST STATUS ICONS

s Mot tested
.
b |

I@ Tests passed

!_1.1 Some tests failed

J In progress

Test Status Icons appear for each controller,
device, or group of controllers/devices. Once a
test begins, test items are automatically labeled
with a test progression status icon that is
reflective of all their individual or group test
statuses.

“Not tested” is the default for all newly
discovered controller/devices on the network.

Note: The In progress icon signifies that some
parts of a test group have been tested, and does
not specify pass or failure of a point, device or
a controller.
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INPUT/OUTPUT TESTING

&) Current state does NOT match
 default state
G4 Current state matches default state

L Suprisory Fault (nput only)

After setting the default state for inputs and
outputs, the installer physically tests each item
on the panel. Based on the new state in relation
to the default, the installer should see a
corresponding icon.

For example, setting an input’s default state to
normally closed and then opening that circuit,

the panel should yield a & .
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